NH®OPMALIMOHHAA NAMATKA
AnA OBYYAIKOLLKUXCA And PASMELLEHUA
HA O®ULIMANBbHBLIX UHTEPHET-PECYPCAX

C kaxagblM rogomM MoOsioaexu B MHTEepHETE CTAaHOBUTLCA Oonblie, a LWKONbHUKM OAHN N3 CaMbIX
aKTMBHbLIX MONib30oBaTenemn PyHeTa. Me>|<,1:|,y TeéM, NOMMMO OrpoOMHOro Kosnun4yecrtsa BO3MOXXHOCTEWN,
MHTEePHET HeCeT U I'IpO6J'IeMbI. OTa namsATKa QormkKHa NOMOYb Tebe 6e3onacHo HaxoOgunTbCA B CETU.

KomnbloTepHble BUPYChI

KOMI'IbI'OTeprIIZ BMpyc - 3TO pPa3HOBMOHOCTb KOMMbKOTEPHbLIX MNporpamMmm, OTNNYNTENBHON
0COOEHHOCTLIO KOTOpOI‘;I SIBNSAETCA CNOCOBHOCTL K Pa3MHOXEeHUIO. B pononHenwue K 3TOMY, BUPYCbl MOTYT
noBpeanTb U NOJTIHOCTbKO YHUYTOXUTb BCEe CbaIZJ'IbI N OaHHble, NOAKOHTPOJIbHbIE MNOJNb30OBATESO, OT
MMEeHN KOTOPOro Obina 3anyuieHa 3apaxxeHHaa nporpamMmma, a Takke nospeanTb Unn gaxe yHU4TOXUTb
onepaunoHHyo cucrtemy co BCeEMU (*)aVIHaMM B uenom. B GonblnHCTBE cny4dyaeB pacnpoCTpaHAKTCA
BUPYCbl Yepe3 MHTEePHET.

MeToabl 3aLmMTbl OT BPEAOHOCHbLIX NPOrpamm:

1. cnonb3yn CoBpeMEHHbIE ONepaLnoOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIV YPOBEHb 3aLLMTLI OT
BPE4OHOCHbIX MPOrpamMm;

2. TlocTosiHHO ycTaHaBnMBanm nayt™M (UMdpoBble 3annaTky, KOTOpble aBTOMaTUYeCKU
yCTaHaBnMBalTCA C Uenbio AopaboTky nporpamMmmbl) U Apyrne OOHOBMEHWS CBOEW onepauyoHHOM
cuctembl. CkaumBanm Mx TOMbKO C odmumanbHoro camta paspabotyunka OC. Ecnn cywiecTByeT pexum
aBTOMaTUYECKOro OBHOBIEHNS, BKIOYU €r0;

3. PaboTan Ha cBOEM KOMMNbIOTEPE MO NpaBamu Nonb3oBaTens, a He agMmuHucTpatopa. ATo He
NO3BONMUT OONbLUMHCTBY BPEOOHOCHbIX MPOrpaMm WHCTannMpoBaTbCA Ha TBOEM MNEPCOHArbHOM
KOMMbIOTEPE;

4. Wcnonb3ynW aHTMBMPYCHble MporpaMMHble MNPOOYKTbl M3BECTHbIX MPOn3BOgUTENEN, C
aBToOMaTU4eCcKnM obHoBNeHnem 0as;

5. OrpaHnyb pmsanyecknin 4OCTyN K KOMNbIOTEPY AM1s1 MOCTOPOHHMX UL,

6. Wcnonb3y BHeEWHWe HocuTenu uHdopMaumn, Takme Kak newka, guck mnu damn us
WHTEpHeTa, TONbKO N3 NPOBEPEHHbLIX MCTOYHWUKOB;

7. He oTkpbliBan KOMMbIOTEPHbIE doalnbl, NOSNYYEHHbIE M3 HEHAOEXHbIX MCTOYHMKOB. [axe Te
dalnbl, KOTOpbIE NpUCan TBOW 3HAKOMbIN. Jlyylle yTOUHM Yy HEro, OTNpaBnsii N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 370 He BMA nepegayn gaHHbIX, HE TEXHOMOMUS, a BCero nuwb 6pena, mapka. Ewe B 1991
rogy Hugeprianackas komnaHus 3aperucrtpupoana 6perHag "WECA", yto o603Havyano crnosocoyeTaHve
"Wireless Fidelity", koTopbIn nepeBoanTcA Kak "GecrnpoBogHasi TOUHOCTL".

[o Hawero BpemeHu gowna apyras abbpesBuatypa, KOTopas SIBNSETCH TaKOMW Xe TeXHOMorvemn.
OT10 abbpesnartypa "Wi-Fi". Takoe Ha3BaHue ObINO AaHO C HAMEKOM Ha CTaHOApT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, 4yTo B nepeBoge o3Ha4aeT "BbiCOKasd TOYHOCTL".

Ha, ©GecnnaTHbIi WHTEPHET-4OCTYN B Kade, OTensax u aljpornopTax HABMAseTca OTNYHON
BO3MOXHOCTbIO BbIXx04a B MHTEPHET. HO MHOrme akcnepTbl cumTaloT, 4To obwenoctynHble Wi-Fi cetn He
ABNATCA 6e3onacHbIMMN.

CoBeTbl N0 6e3onacHocTy paboTbl B 06wweaocTynHbix cetax Wi-fi:



1. He nepepgasai cBOO nuyHyto nHgopmauuio Yyepes obwenoctynHole Wi-Fi cetn. PaboTas B Hux,
XenaTtenbHO He BBOAWUTL Naponuv A0CTynNa, NOrMHbl U Kakne-To HoMepa;

2. Wcnonb3yhn n OGHOBMAN aHTMBUPYCHble nporpammbl KM OGpaHgmayep. Tem cambiM  Thbl
obe3onacub cebs OT 3akayku BUpyca Ha TBOe YCTPONCTBO;

3. Mpu ucnonb3oBaHnn Wi-Fi oTtkntoun dyHkumo "O6wmin goctyn K dannam m npuvHTepam”.
[aHHaa dyHKUMA 3akpbiTa N0 YMOM4YaHUIO, OOHAKO HEeKOTOpble Monb3oBaTenu akTUBMPYIOT ee Angd
yaobcTtBa ncnonb3oBaHusa B paboTte munu yyebe;

4. He wcnonb3yn ny6nuuHein WI-FI ana nepegadvm nu4HbIX AaHHbIX, Hanpumep ANns Bbixoda B
counarsnbHble CeTU NN B SNEKTPOHHYIO MOYTY;

5. Wcnonb3yn TonbKO 3awumilieHHoe coeauHeHue depe3 HTTPS, a He HTTP, 1.e. npn Habope
BebG-agpeca BBoAN UMeHHO "https://";

6. B mobunbHoOM TenedoHe oTkmoum yHkumo "MogkntoveHne k Wi-Fi aBTomaTtmyeckun”. He
O0onycKan aBToMaTU4eCcKoro nogkrtoyeHuns yctponctaa k cetsam Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble ceTu

CoumanbHble CeTU aKTMBHO BXOAAT B Hally XW3Hb, MHOrMEe mnoan paboTalT U XMBYT Tam
NocTosiHHO, a B Facebook yxe 3apernctpupoBaH Munnuapg YenoBek, YTo SABNAETCS OOHOW cedbMOK
BCEX XuUTenewn nnaHeTbl. MHorne nonb3oBaTeny He NOHMMALOT, YTO MHAOPMaUMS, pa3MeLLeHHas NMn B
coumarnbHbIX CeTsiX, MOXeT OblTb HangeHa 1 UCMoNb3oBaHa KeM YrogHoO, B TOM Yncne He 0ba3aTenbHo ¢
onarumm HamepeHusIMN.

OcHoBHbIe coBeTbl N0 6e30NacHOCTH B coLMarbHbIX CETSAX:

1. OrpaHuyb cnucok apysen. Y Tebss B Apy3baX He OOMKHO ObiTb CryYyamHbIX U HE3HAKOMbIX
noagen;

2. 3awuwan CBOK YacCTHYK XM3Hb. He ykasbiBan naponiv, TenedoHbl, agpeca, gaty TBOEro
POXOEHNA W OPYIY0 JIMYHYKO  UHAOPMAUMIO.  3M0yMbIWNIEHHUKM MOTYT UWCMNOSfb30BaTb Oaxe
MHOPMaLMIO O TOM, KaK Tbl U TBOW pOAUTENM NIIaHMpPYeTE NPOBECTU KAHUKYIIbI;

3. 3awwmwan ceol penytaumilo - OEpPXM ee B 4MCToTe U 3agaBan cebe Bonpoc: xoten Obl Thl,
yToObl ApyrMe nonb3oBaTenuM BUOENW, 4UTO Tbl 3arpyxaewb? [logyman, npexge 4Yem 4TO-TO
onybnukoBaTb, HANNCaTb U 3arpy3nTb;

4. Ecnu Tbl TOBOPULWb C NOAbMU, KOTOPbIX HE 3Haellb, He WUCMONb3yi CBOE pearibHoe UMS U
APYTYH0 NIMYHYI0 MHCPOPMAaLMK: UMSI, MECTO XUTESNbCTBA, MEeCTO y4ebbl U Npoyee;

5. N3Geran pasmelwleHna dotorpacdpumn B WHTEpHeTe, rae Tbl M300pakeH Ha MECTHOCTW, Mo
KOTOPOW MOXHO onpeaenuTb TBOe MECTOMOMOXEHNE;

6. lpu peructpaumm B couuanbHOM CETM HeobxooMMO WCMONb30BaTh CrIOXKHbIE MNApPONw,
cocrosime n3 6yks 1 LUpP 1 C KONNYECTBOM 3HAKOB HEe MeHee §;

7. na coumanbHOW CeTW, NMOYTbl U OPYIMX CaMTOB HEOOXOOMMO MCMONb30BaTh pasHble Naposiv.
Torga ecnu Te64 B3NOMatoT, TO 3M0YMbILLIIEHHWKM NOSTydaT AOCTYN TOMbKO K O4HOMY MECTY, a He BO BCe
cpasy.

aﬂeKTpOHH ble AeHbI'n

OneKTPOHHbIEe AeHbIM - 3TO 0YeHb YAO0OHbIN cnocob nnaTexen, oAHaKO CyLLEeCTBYHOT MOLLEHHUKN,
KOTOpble XOTAT NOSYYNUTb 3TU AEHbIU.



GJ'IeKTpOHHbIe OEHbI'n NoABUIINCb COBCEM HEQABHO M MMEHHO 1N3-3a 3TOr0 BO MHOIMNX rocyaapcrBax
00 ChX Nop He npornncaHo nNpo HMUX B 3aKOHaxX.

B Poccun xe oHu (byHKLI,VIOHVIpyI'OT M O HUX YyXKe NpornncaHo B 3aKOHEe, rae ux pasnendrT Ha
HECKOJ1bKO BMAOOB - aHOHMMHbIE N HE aHOHUMHbIEe. Pa3HuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOpPbIX
pa3pewaeTca npoBoaAnTb onepaunun oes3 I/ID,eHTI/ICbI/IKaLl,I/IVI nonb3oBaTtend, a B HEaHOHUMHbIX
I/ILl,eHTI/ICbI/IKaLl,I/IFI rnonb3oBaTens ABNsieTcsl 06s3aTENbLHON.

Takxke cnenyeT pas3nnyaTb 3NEeKTPOHHbIE (bI/IaTHbIe OeHbIn (paBHbI rocygapCrtBeHHbIM BaJ'II'OTaM) n
ANEKTPOHHbIE Hed)I/IaTHbIe OEeHbIn (He paBHbl rocyaapCTBeHHbIM BaJ'II'OTaM).

OcHoBHble coBeTbl Mo Ge3onacHol paboTe C ANEKTPOHHBIMU AEHbraMU:

1. MpuBSHKM K cHETY MOBUIBbHBIN TENedOH. ATO cambln YAOBHbIN 1 BbICTPLIN CNOCOO6 BOCCTAHOBUTL
poctyn K cuyety. lNMpuBasaHHbIn TenedoH NOMOXeT, ecnv 3abygellb CBOW MNaTeXHbIM Naponb Wnn
3anfellb Ha CanT C HE3HAKOMOro YCTPONCTBA,;

2. Vcnonb3yn ogHopasoBble naponu. llocne nepexoga Ha yCUNeHHyro aBTopusauuio tebe yxe He
OyaeT yrpoxaTb OMacHOCTb KpaXKn U nepexesaTa NnaTexXHoro napons;

3. Bbibepn cnoxHbii naponb. [NpecTynHukam 6yaeT He npocTo yragaTb CIOXHbIA Maponb.
HagexHble naponu - 370 Naponu, KoTopble cogepxaTt He MeHee 8 3HaKOB U BKIOYaOT B cebsA CTPOYHbIE
W nponucHbole OykBbl, UMMPbLI M HECKONbKO CUMBOSIOB, TakMe Kak 3Hak pgonnapa, @yHTa,
BOCKNMUATenNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOM NMYHbIE AAHHbIE HA CalTaX, KOTOPbIM He AoBepsieLlb.

OneKTpoHHasA noyTa

ONeKTpoHHasa no4yta - 3TO TEeXHOMorma W npegocTaBnsieMble €l YCnyrn no nepecobifike wu
MONYyYEHMIO 3NEKTPOHHbIX COOOLLEeHW, KOTopble pacnpedensioTcd B KomnbioTepHou ceTu. OBblYHO
9NEKTPOHHbIA MOYTOBLIM AWMK BbIFMAAUT cregyowmMm obpasoM: MMSA_Nonb3oBaTens@umsa_aoMeHa.
Takke KpomMe nepegaymn NpoCcToro TekcTa, UMEeTCs BO3MOXXHOCTbL NepefaBsaTtb oannbl.

OcHoBHble coBeTbl Mo 6Ge3onacHon paboTe € 3NEKTPOHHON NOYTOMN:

1. Hago BbiGpaTb npaBumbHbIA MOYTOBbLIA cepBUC. B MHTEpHETE ecTb OrpoMHbIn  BblbOp
GecnnaTHbIX MOYTOBbLIX CEPBMCOB, OOHAKO Ny4lle JOBEPATb TEM, KOro 3HaELLb U KTO NEPBbIA B PENTUHTE;

2. He ykasblBah B JIMYHOW MOYTE JMYHYKD WHdopMauuo. Hanpumep, nydwe BbiGpaTb
"My3blkanbHbIV_daHaT@" nnu "pok2013" BmecTo "Tema13";

3. Wcnonb3yn aByxaTanHyt aBTOpM3auumio. OTO Korda MOMMMO Mapons HYXXHO BBOAUTb Kof,
npucbinaemoivi no SMS;

4. Bbibepu CroXHbIA naposib. [Ans Kaxagoro noYTOBOro siliMKa AOIMKEH ObiTb CBOW HaOEXXHbIN,
YCTOMYMBBIN K B3NTOMY Napornb;

5. Ecnu eCcTb BO3MOXHOCTb HanucaTb CaMoMy CBOW NTMYHbIA BONPOC, UCMONb3Y 3Ty BO3MOXHOCTb;

6. Mcnonb3yn HeCKONbKO MOYTOBbLIX AWMKOB. [lepBbl ANA YacTHOW MNepenucku ¢ agpecatamu,
KOTOpPbIM Tbl JOBepsielb. OTO 3MEKTPOHHbIM agpec He Hago MCNonb3oBaTb NPW permctpauum Ha
dopymax v cantax;

7. He oTkpbiBay hannbl n gpyrue BroXeHNa B NMMCbMax, Aaxe ecrnv OHW NpULLIK OT TBOUX OpY3en.
Nyywe yTo4HM y HUX, OTNPAaBNANM N oHW Tebe aTn annsl;

8. MNMocne okoH4YaHMA paboTbl HA NOYTOBOM CepBUCE Nepen 3aKkpbITUEM BKMAAKW C CaWTOM He



3abyab HaxaTb Ha "BbinTtn".

Kw6ep6ynnm-|r unun BnpTyanbHoe n3geBartenbCTBO

KnbepbynnuHr - npecnegoBaHne coobLieHnaMn, coaepxawimMmm OockopbneHus, arpeccutio,
3anyrmBaHue; XynmraHcTBo; coumanbHoe 60MKOTUPOBaAHNE C MOMOLLbIO Pa3fMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepObynnMHrom:

1. He 6pocarica B 6o1. Jlyywmin cnoco6: nocoBeToBaTbCs Kak cebst BECTU U, €Crnn HET TOro, K KoMy
MOXHO 0OpaTuTbCs, TO BHayane ycnokouTbcA. Ecnv Tbl HayHewb oOTBeYaTb OCKOPOMNEeHusiMM Ha
ockopbneHns, To TONbKO eLle Gonblue pas3oxKeLlb KOHAIUKT;

2. Ynpasnsawn ceoen knbeppenyTtaumen;

3. AHOHMUMHOCTb B CETU MHUMaH. CyIJ.l,eCTByPOT cnocobbl BLISACHUTb, KTO CTOMUT 3@ @HOHMMHbIM
AKKayHTOM;

4. He ctouT Bectn XynuraHckunm obpas BUpTyanbHOW XM3HW. WHTepHeT dmkcupyeT BCce TBOU
OENCTBUA U COXpaHAeT ux. YaanuTb ux yaeTt kpanHe 3aTpyaAHUTENBHO;

5. Cobntogan cBoro BUPTYanbHYK YeCTb CMOJIOAY;

6. WrHopupyh eguHuW4HbIn HeratuB. OpHopasoBble ockopbuTenbHble COObLWeHMa nydle
urHopuposaTtb. OBbIYHO arpeccus NpekpaLwaeTca Ha HavanbHOW CTaauu;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMK COOOLLEHUAMM, B COUMASIbHBIX CETSX
€CTb BO3MOXXHOCTb B6IOKMPOBKM OTNPaBKM COOBLLEHWI C onpeaerneHHbIX aapecos;

8. Ecnn Tbl cBuagetenb kubepbynnuHra. TBou OeNCTBUS: BbICTYNUTL NPOTUB NpecnegoBaTtens,
nokasatb €My, YTO ero AelCTBUsi OLEHMBAIOTCA HEraTMBHO, MOAAEPXaTb XXEpPTBY, KOTOPOW HyXXHa
ncMxonormyeckas NoOMoLLb, COOBLMTE B3pOCbIM O hakTe arpecCMBHOrO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedoH

CoBpemeHHble cMapTdOHbl M NNaHWeTbl cogepxat B cebe BMosHE B3pOCnbi (PyHKUMOHAnN, u
Tenepb OHWU MOTYT KOHKYPUPOBaTb CO CTauMOHapHbIMU KomnbtoTepamn. OgHako, cpencTB 3awmnTbl Ans
Nogo0HbIX YCTPOWCTB NoKa 04YeHb Mano. TeCcTMpOBaHUE M MOUCK YSI3BUMOCTEN B HUX MPOUCXOANT He Tak
MHTEHCMBHO, Kak ans MK, To xxe camoe kacaeTcs U MOOUIMNbHBLIX MPUIOXKEHWIA.

CoBpemeHHble MOGUIbHblIE Gpay3epbl yxe NPaKTUYEeCKU AOrHanM HacTofbHblE aHaroru, Of4HaKo
paclumpeHne yHKLMOHana BreYveT 3a co6oi GOrbLUYH0 CMIOXHOCTb U MEHbBLLYHO 3aLLULLEHHOCTD.

[aneko He Bce NPON3BOAMTENN BbiNyCKalOT 0BHOBNEHUS, 3aKpbIBaOLLME KpUTUYECKME YS3BUMOCTH
019 CBOMX YCTPONCTB.

OcHoBHble coBeTbl Ana 6e3onacHoOCTM MOBUNbHOro TenedoHa:

Huuero He siBnsietcs no-HacTosiemy OecnnatHeiM. Byab octopoxeH, Beab korga Tebe
npegnaratoT 6ecnnaTHbll KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-To nnaTHble YCnyru;

Oyman, npexge yYem otnpaBuTb SMS, doTo nnm Buaeo. Tbl TOYHO 3Haelwb, roe oHu GyayTt B
KOHEeYHOM utore?

Heobxoanmo 06HOBNATE ONEepaLUMoOHHYI0 CUCTEMY TBOErO CMapT(OHa;
Mcnonb3yn aHTMBUPYCHbIE NPOrpaMmmbl 45151 MOBUMNbHBIX TENE(OHOB;

He 3arpy>|<a17| npunoXeHma oT Henm3BeCTHOINo NCTOYHKMKA, BEAb OHW MOTYT coAepiXaTb BpeaJOHOCHOe



nporpaMMHoe obecneyeHue;

lMocne Toro kak Thl BblOeWb C canTa, rae BBOAUM NUYHYI0 MHOopMauuio, 3aMan B HaCTPOMKU
Gpaysepa n yganu cookies;

rlepI/IOD,I/I‘-IeCKI/I I'IpOBGpFIVI, Kakme nrnatHble yCnyrn aktTuBupoBaHbl Ha TBOEM HOMEPE;

[aBali cBo/i HOMep MoOunbHOro TenedoHa TOMbKO MOASAM, KOTOPbIX Tbl 3HaeEWb U KOMY
noBepsellb;

Bluetooth gormkeH GbITb BbIKMOYEH, KOorga Tbl UM He Norb3yellbes. He 3abbiBal MHoraa npoBepsite
aTo.

Online urpbi

COBpeMeHHbIe OHJ'IGI7IH-I/IprI - 3TO KpacCo4Hble, 3axBaTbiBaloLlne pa3BrevyeHus, obbeguHsoLIne
COTHU TbICAY YernoBeK No BCemMy Mupy. MFpOKI/I ncecnenyT AaHHbIA UM Mup, obLatTca apyr ¢ gpyrom,
BbINOJTHAKOT 3aAdaHuA, cpaXakTCcda C MOHCTpaMun M nony4arT OnbIT. 3a yAOBOJIbCTBME OHWU NNaTAT:
NOoKynakT ANUCK, onnavnMBaloT aboHeMeHT unm npmoGpeTarOT Kakne-1o onuunn.

Bce aTM cpeactea vMayT Ha noadep)kaHue U pasBUTUE UMPbl, @ Takke Ha camy 6Ge30mnacHOCTb:
COBEPLUEHCTBYIOTCA CMUCTEMbI aBTOPU3aLMKM, BbINYCKalOTCA HOBble NaTyu (UMdpoBblE 3annaTku Ans
nporpamm), 3aKpbiBalOTCA YSI3BUMOCTU CEPBEPOB.

B nopobHbIX Mrpax CTOMUT onacaTbCsi He CTOSIbKO CBOMX COMEPHMKOB, CKOMbKO KpaXkv TBOEro
napornsi, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3auum GONbLUNHCTBA UMp.

OcHoBHble coBeTbl N0 6e30nNacHOCTN TBOEro UrpoBOro akkayHTta:

1. Ecnn gpyron urpok BegeT cebs nnoxo unu cosgaet Tebe HenpuaTHOCTW, 3abnokupyn ero B
CNUCKe UIPOKOB;

2. Moxanyica agMuHUCTpaTopaM WUrpbl Ha MMoxoe MoBeAeHUe ITOro WUrpoka, xenaTeribHO
NPUNOXUTb KakMe-To fokasaTeNnbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4yHyto MHpopmaLmio B npodanne urpsbl;
4. YBaxkan apyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBsnmBain HeouumanbHble naTyn n Mogbl;

6. Micnonb3yin cnoxHble 1 pasHble Naponu;

7. Jaxe BO BpeMa Urpbl HE CTOUT OTKNOYaTb aHTMBMpYC. lNoka Tbl uUrpaelb, TBOM KOMMbIOTEP
MOryT 3apasuTb.

PULWMHT UNK KpaXa NIMYHbIX AAaHHbIX

OOGbIuHOM Kpakeh OeHer U [AOKYMEHTOB CErOfHS Y€ HUKOro He YAMBUWbB, HO C pasBUTMEM
WNHTEPHET-TEXHOSOMMIN 3MOYMBILLNEHHVKN MEPEMECTUITUCL B MHTEPHET, M MPOAOIHKAT 3aHMMaTbCS
"NodumMbIM" genom.

Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLLEHHMYECTBA UNN (DULLMHS, FMNaBHaa Lefb KOTOPOoro
COCTOUT B MNOSMyYeHUU KOoHUAEHUManNbHbIX AaHHbIX Mofib3oBaTtenen - rorMHOB M naponen. Ha
aHrnunckom asbike phishing untaetca kak douwmnr (ot fishing - peibHasa noens, password - naponb).

OcHoBHbIe coBeTbl Mo 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBouMm aKKayHTOM. Ecnu Thbl noaos3peBaellb, YTO TBOA aHKeTa Oblla B3nomaHa, To



HeobGxoanmo 386J'IOKV|pOBaTb ee 1 coobLnTb agMMHUCTPpaTopam pecypca 00 3TOM Kak MOXHO CKopee,
2. MCI'IOJ'Ib3yIZ Oes3onacHble Beb-calThl, B TOM 4nCre, MHTEePHET-MarasamHoB 1 NMNOUCKOBbIX CUCTEM;

3. Wcnonb3yn cnoxHble M pasHble naponu. Takum ob6pasom, ecnu Teba B3nNOMawT, TO
3M0YMbILLIEHHMKN NONyYaT JOCTYN TOSMbKO K O4HOMY TBOEMY NPodoumnto B CETU, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, TO HeO6XO,EI,I/IMO npegynpeaonte BCeX CBOUX 3HAKOMbIX, KOTOpPbIe
LI,OGaBJ'IeHbI Yy Tebs B Apy3bAx, O TOM, 4YTO Tebs1 B3nomanu u, BO3MOXHO, OT TBOEro MMeHu 6yp,eT
paccbinaTtbCAd Cnam 1 CCbINTIKM Ha CbVILIJVIHFOBbIe CanTbl;

5. YctaHosu HagexHbin naponb (PIN) Ha MOBUnbHBLIN TenegoH;
6. OTKMO4YM coxpaHeHue napons B 6payaepe;

7. He oTkpbIiBan dannbl U Apyrne BNOXeHUs B NMCbMax, JaXke eCriv OHU NPULLIW OT TBOMX ApY3en.
INyywe yTo4HM y HUX, OTNPaBNANM N OHW Tebe aTn ansbl.

LndpoBas penyrauus

LUndposas penytauua - 370 HeraTMBHas wunvM no3utmBHas uHdopmauma B cetn o Tebe.
KomnpomeTtupytowas wuHpopMaums, pasMmelleHHas B UWHTepHeTe, MOXET Cepbe3HbiM 0bpasom
OTPasnTbCA Ha TBOEW peanbHOW Xu3Hu. "Lundpposas penytaumsa” - 370 TBOW WUMMUOXK, KOTOPbIN
dhopmupyeTcsa n3 nHdopmaumm o Tebe B MHTEPHETE.

TBOe MecCTo XuTenbcTBa, yyebbl, TBOe (MHAHCOBOE MONOXEHNE, OCOBEHHOCTU XapakTepa U
pacckasbl 0 6M3kMX - BCe 3TO HaKanmvMBaeTCsl B CETU.

MHorne nogpoCTKM NErkoMbICNIEHHO OTHOCATCA K nybnukauum nnyHon nHdpopmauum B VIHTEpHeTe,
He MoHMMas BO3MOXHbIX MOCNeaCcTBUMN. Thl Aaxe He CMOXellb AoragatbCca O TOM, 4TO choTorpadms,
pasmelleHHasa 5 neT Ha3agd, cTana NpuUYMHOM oTKasa NpuHATL Teba Ha paboTy.

KommeHTapuu, pasmelleHme TBoux dotorpacdmin n gpyrme OencTBna MOryT HE UCYE3HYTb Jaxe
nocrie Toro, Kak Tbl UX yganuwb. Tbl He 3Haellb, KTO COXpaHun 3Ty MHOpMauuio, nonana fv oHa B
NMOWNCKOBbIE CUCTEMbI U COXpaHUMachb NN OHa, a rfaBHOEe: YTO nogymalT O Tebe okpyxawlme noaun,
KOoTopble HangyT 1 yBUaaT a1o. Hantn nHdopmaumnio MHOro neT cnyctd cMoXeT fobon - Kak n3 godpbix
NoGyXOeHUn, Tak U C HAMEPEHMEM MPUYUHUTL Bped. ATO MOXeT ObITb KTO YroAgHO.

OcHoBHbIE COBETbI MO 3aLuTe LMAPOBON penyTaunn:

1. MNMogyman, npexage 4Yem 4to-To NyonMkoBaTb U nepedaBaTth y cebsa B 6nore unu B coumarnbHON
cetu;

2. B Hactpoikax npoduna yCTaHOBM OrpaHUMYEHUst Ha MPOCMOTP TBOEro npoduna wn ero
COLEePXXUMOr0, caenamnm ero Tonbko "ansa apysen”;

3. He pasmewan n He ykasbiBa MHGOPMaUMO, KOTopasd MOXET KOro-rmbo ockopbnsaTb wumnu
obwxaTb.

ABTOpCKOe npaBo

CoBpeMeHHble LUKONbHUKN - aKTUBHbIE MOMb3oBaTeny UMgpoBoro npoctpaHcTea. OaHako Aaneko
He BCe 3HaloT, YTO MOJSIb30BaHME MHOMMMU BO3MOXHOCTSIMM LMcpoBOro mupa TpebyeT cobntogeHus
npaB Ha UHTENEKTyanbHy0 COBGCTBEHHOCTb.

TepmuH "MHTENnekTyanbHass COGCTBEHHOCTL" OTHOCUTCA K PasnmMyHbiM TBOPEHUSAM YeroBeYeCKOro
yMa, HaunHasi C HOBbIX N306peTeHn 1 3HaKkoB, 0603HaYatoLLMX COBCTBEHHOCTb HA NPOAYKTHI U YCNYrn, U
3aKaH4ymBasi KHUramum, oTorpadusiMm, KMHOUNbMaMM U My3blKanbHbIMW NPOU3BEAEHNAMM.



ABTOpCKI/Ie npaea - 3TO NpaBa Ha UHTEIJIeKTyallbHYH COBCTBEHHOCTL Ha npon3seneHNAaA Haykuy,
nnTepatypbl 1M1 UCKYyCCTBa. ABTOpCKVIe npaea BbICTYNakdT B KadYecCcTBe rapaHTuMm TOro, 4TO
I/IHTeJ'IJ'IeKTyaJ'IbHbIIZ/TBOp‘-IeCKVIVI TPyaA aBTopa He 6y/:|,eT HanpacHbIM, OacT eMy chnpaBeanneble
BO3MOXHOCTU 33pa60TaTb Ha pes3ynbTaTtax CcBOero Tpyaa, nonyydynTtb U3BECTHOCTb U NPU3HaAHUE. HukTto
oe3 paspelleHna aBTopa He MOXET BOCMpPOun3BOOUTb ero npoun3segeHune, pacnpocTpaHATb, I'Iy6]'||/|‘-IHO
OEeMOHCTpuUpoBaTb, MnpoAdaBaTtb, WMNOPTUPOBATb, MNYyCKaTb B MNPOKaT, I'Iy6J'II/I‘-IHO NCMNOJMTHATD,
NoKa3biBaTb/UCMONHATL B SCbI/Ipe nnn pa3mMellaTb B MHTepHeTe.

Mcnonb3oBaHne "I'II/IpaTCKOFO" nporpamMmmMmHOro obecrneyeHnst MoxeT npmnBectn K MHOrMM puUCkam: OT
noTepun AaHHbIX K TBOMM akKkayHTaM A0 6J'IOKI/IpOBKI/I TBOEero yCTpOIZCTBa, roe yctaHoBrieéHa HenerarnbHas
nporpamMmma. He ctout Takke 3abbiBaTb, 4TO CyLleCTBYHOT neraribHble U ©ecnnaTtHble nporpamMmmbl,
KOTOpbl€e MOXXHO HanTK B ceTu.

O noprtane

CeTeBn4oK.pdd - TBOW rMNaBHbIA COBETYMK B CETU. 30€eCb Tbl MOXellb y3HaTb O 6e30MacHOCTM B
CETUN MOHATHBbIM U OOCTYMHbIM A3bIKOM, @ NPW BO3HUKHOBEHUWN KPUTMYECKOW CUTyaumm obpatutbCs 3a
coBeTOM. A Takke MPUHSATL y4acTue B KOHKYpCax MU cTaTbh cambiM LMAPOBLIM rpaKgaHnHoOM!

<[lucbmo> MuHobpHayku Poccuu om 14.05.2018 N 08-1184 "O HanpaeneHuu uHgpopmayuu"



